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 Creating Lambda functions
» Creating DynamoDB tables
» Overview of AWS IoT

« Configuring AWS IoT rules to trigger newly-created Lambda functions
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« Client ID

« Serial number

« Activation code
« Activation status
» Device name

» Device type

« Owner email

« AWS IoT endpoint
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1 {

a W

10 }

"clientId": "ID-91B2F06B3F05",

"serialNumber": "SN-D7F3C8947867",
"activationCode": "AC-9BE75CD0OE1543D44C9
"activated": "false",
"device": "myThingl",
"type": "MySmartIoTDevice",
"email": "not@registered.yet",

"endpoint":

"<endpoint prefix>.iot.<region>.amazonaws.

MQTT == i fr) 14
i AWS ToT o] ABEMR RS, 1R

com"


https://docs.aws.amazon.com/lambda/latest/dg/getting-started-create-function.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/SampleData.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-gs.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-lambda-rule.html
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SXJ5 rale (KL 38 AL G A9 25 — 1> Lambda e %, §TJT Lambda 24 5,

VebE QI > Lambda %L, SRR ROPER. LU 2R :

1 console.log('Loading function');

2 var AWS = require('aws-sdk');

3 var dynamo = new AWS.DynamoDB.DocumentClient () ;

4 var table = "iotCatalog";

5

6 exports.handler = function(event, context) {

7
8

9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26

27
28
29
30
31
32
33 }

//console.log('Received event:', JSON.stringify(event, null, 2));

var params = {

TableName:table,

Item: {

58

"serialNumber": event.serialNumber,
"clientId": event.clientId,

"device": event.device,

"endpoint": event.endpoint,

"type": event.type,

"certificateId": event.certificateld,
"activationCode": event.activationCode,
"activated": event.activated,

"email": event.email

}

console.log("Adding a new IoT device...");

dynamo.put (params, function(err, data) {

if (err) {
console.error("Unable to add device. Error JSON:",
JSON.stringify(err, null, 2));
context.fail();

} else {

console.log("Added device:", JSON.stringify(data, null, 2));

context.succeed() ;


https://console.aws.amazon.com/lambda/home
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Create DynamoDB table Tutorial | @

DynamoDB is a schema-less database that only requires a table name and primary key. The table’s primary

key is made up of one or two attributes that uniquely identify items, partition the data, and sort data within
each partition.

Table name* | iotCatalog o

Primary key* Partition key

serialNumber String [ ]
Add sort key
clientld string | ©

Table settings

Default settings provide the fastest way to get started with your table. You can modify these default settings
now or after your table has been created.

Use default settings
Fe a5 T ME— bR iR i 4 BN, AR e R B IR R KA [H 25 i 4 Y
BREFUD, MIGEH % P 3 ID VRN HERP 8 o

JRRBAMER 1 AR AT BRSO R T Mk, EATLABCE — 1 ToT
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£ AWS IoT =il & b, W05 IOFa MmNy, 4 H LU i BN m#r 6]
[y Lambda pR%y, KA iotCatalog.


http://docs.aws.amazon.com/lambda/latest/dg/with-dynamodb-create-execution-role.html
https://console.aws.amazon.com/dynamodb/home
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Rule query statement  SELECT * FROM 'registration’

SQL version 2016-03-23-beta v
Attribute * o
Topic filter registration (i
Condition o

Select one or more actions to happen when the above rule query is matched b
when messages arrive, like storing them in a database, invoking cloud function

Choose an action Lambda v

This will invoke a Lambda function with the message set in ti
function for you.

*Function name | iotCatalog v|C o

GRS . AWS ToT 2487 GUIRLR, DME AR RS S A £ 4404 registration
[ MQTT F= iRt i % Lambda D, LALLM LI Node.js B2 AL T

1 var AWS = require('aws-sdk');

N

AWS.config.region = 'ap-northeast-1';

var crypto = require('crypto');

> w

var endpoint = "<endpoint prefix>.iot.<regior>.amazonaws.com";

9]

6 var iot = new AWS.Iot();
7 var iotdata = new AWS.IotData({endpoint: endpoint});
8 var topic = "registration";
9 var type = "MySmartIoTDevice"
10
11 //Create 50 AWS IoT Things
12 for(var 1 = 1; 1 < 51; i++) {
13 var serialNumber =
"SN-"+crypto.randomBytes (Math.ceil (12/2)) .toString('hex') .slice(0, 15) .toUpperCase() ;
14 var clientId =

"ID-"+crypto.randomBytes (Math.ceil(12/2)) .toString('hex') .slice(0, 12) .toUpperCase() ;
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var activationCode =
"AC-"+crypto.randomBytes (Math.ceil (20/2)) .toString('hex') .slice(0, 20) .toUpperCase() ;
var thing = "myThing"+i.toString(); var thingParams = {
thingName: thing
}i
iot.createThing(thingParams) .on('success', function(response) {
//Thing Created!
}).on('error', function(response) {
console.log(response) ;
}) .send() ;
//Publish JSON to Registration Topic
var registrationData = '{\n \"serialNumber\": \"'+serialNumber+'\", \n
\"clientId\": \"'+clientId+'\",\n \"device\": \"'+thing+'\", \n
\"endpoint\": \"'+endpoint+'\", \n\"type\": \"'+typet'\", \n
\"activationCode\": \"'+activationCode+'\", \n \"activated\":
\"false\",\n \"email\": \"not@registered.yet\" \n}';
var registrationParams = {
topic: topic,
payload: registrationData,
gos: O
}i
iotdata.publish(registrationParams, function(err, data) {
if (err) console.log(err, err.stack); // an error occurred
// else Published Successfully!
}):
setTimeout (function() {},50);
}
//Checking all devices were created

iot.listThings() .on('success', function(response) {
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46  var things = response.data.things;

47 var myThings [1; for(var 1 = 0; i < things.length; i++) {

48 if (things[i] .thingName.includes ("myThing")) {
49 myThings[i]=things[i] .thingName;

50 }

51}

52

53 1f (myThings.length = 50) {

54 console.log("myThingl to 50 created and registered!");

55 }

56 }).on('error', function(response) {

57 console.log(response) ;

58 }).send();

59

60 console.log("Registration data on the way to Lambda and DynamoDB") ;

PAEAARS A TAE AWS ToT Hril| i T 50 4> ToT =54, I AR s Az i L2 - ity
ID, JFH5 MG . A5, BB EaE1E R JSON a kA 8] 1oT 8, Xtk X
fii % 7 Lambda pK%(:

> node iot2lambda.js
Registration data on the way to Lambda and DynamoDB

myThingl to 50 created and registered!

X! IZIHRE R R ToT MU s filk . FFE1EE T &R R AT A A € U B
IoT WAt ie o LT AR R 2, DAME AR A A LUK A SR A AR HoAt 40
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iotCatalog Close 0 = = (7]

Ovarview tems Metrics. Alarms Capacity Indexes Triggers Access control

Scan: [Table] kotCatalog: serialNumber, clientid ~ Viewing 1 to 50 items
| scan il Tabie) iotCatalog: seriaiumoer, ciona i
O Add filter
risiNumb llentld tivated tivationCode device email type
SN-54C1CBS8F ID-9ABE4074... false AC-FOSCFTOEIS my Thing23 not@registers, MySmartloT. .
SN-33ID66ER0TI  ID-2TADBFF.. faise AC-C192B054EB... myThing22 not@registers. .. MySmartioT...
SN-B2TRZATCS ID-OFBSDETE,.. false AC-4F54443078..,  myThing30 not@registers. . MySmartioT,
SN-SEC2025741  ID-55068689.. false AC-308DCCS5BCA. . iy Thing18 not@registers. MySmartioT..
SN-11038CFAC  ID-4TBAGOFT... taise AC-C52TaCaC4a... myThing18 not@registere. . MySmartioT. ..

fE AWS ToT x5, BrelHay things th il LI thing FEMFEE .
AWS IoT Resowrces | MOTTCliend | Tutoddal | Settings | O notdications

’ T ryThing |

Al BO/B2things (Zndes (OCAs O certificates  OVZ policies | p——

BUAE, EERTLAGIEIE AT Sl K H R EI4E 1 “myThing” AWS IoT Thing, #4)5
FERC BV A B A8 5 IR

AR 3 W RITEAE 4R

B, REBATE ... IR TeA S s Bl A, LA
B AR T IR RIS BB A2

g — AN — 4> Lambda %, 54— %K% (Basic with DynamoDB) E.4
FRPATRA . AN 2

1 console.log('Loading function');
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var AWS = require('aws-sdk');var dynamo = new AWS.DynamoDB.DocumentClient();

var table = "iotCatalog";

exports.handler = function(event, context) {

//console.log('Received event:', JSON.stringify(event, null, 2));

var params = {
TableName:table,
Key: {
"serialNumber": event.serialNumber,
"clientId": event.clientId,
}
}i

console.log("Gettings IoT device details...™);
dynamo.get (params, function(err, data) {
if (err) {
console.error("Unable to get device details. Error JSON:",
JSON.stringify(err, null, 2));
context.fail();
} else {
console.log("Device data:", JSON.stringify(data, null, 2));
console.log(data.Item.activationCode) ;
if (data.Item.activationCode == event.activationCode) {
console.log("Valid Activation Code! Proceed to register owner
e-mail and update activation status");
var params = {
TableName:table,
Key: {
"serialNumber": event.serialNumber,
"clientId": event.clientId,
b
UpdateExpression: "set email = :vall, activated = :val2",
ExpressionAttributeValues: {

":vall": event.email,

11
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36 "ival2": "true"

37 b ReturnvValues: "UPDATED\ NEW"

38 }i

39 dynamo.update (params, function(err, data) {

40 if (err) {

41 console.error("Unable to update item. Error JSON:",
JSON.stringify(err, null, 2));

42 context.fail();

43 } else {

44 console.log("Device now active!", JSON.stringify(data,
null, 2));

45 context.succeed("Device now active! Your e-mail is now
registered as device owner, thank you for
activating your Smart IoT Device!");

46 }

47 1

48 } else {

49 context.fail ("Activation Code Invalid");

50 }

51

52 });

53 }

2% PRA S 2L A R O Bl —/ i

2 "clientId": "ID-91B2F06B3F05",

a s~ W

Lambda {8 87 F17E [l 48 (serialNumber 1 clientld) & if%da 7, FHA4 80 &
LT TAR B RS RS SIS P A A R LA S M A T EE . A SRR AR
SR P B RS VS EC, DI AE S Hi e DynamoDB A B IR A F 7 HBAF 141

"serialNumber": "SN-D7EF3C8947867",
"activationCode": "AC-9BE75CDOF1543D44COAR",

"email": "verified@registered.iot"

e WRBA, HPHBRE—F4RHE, FHaHRes EIc.

ST LA A Amazon APT Gateway H4 HAE#46 2 APL. 2 T #]iX— 5, %] Lambda
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Add API endpoint
x
Warning: Your APl endpoint will be publicly available and can be invoked by all users.
Configure your Lambda function to be invoked on requests made to an APl endpoint.
APl endpoint type = APl Gateway AN i }
APl name iotActivation 1]
Resource name / 1]
Method  POST - O
Deployment stage  activate [ ]
Security = Open - 0
NS T e NI
WAE, Ad ] Postman JXAERH) T HE RIS Hr 612 APT 5 s UT 1] o
POST https://xoonousxs. execute-api.<region=.amazonaws.com/activate Params m Save
Authorization Headers EOd)’. Pre-request Script esis Generate Code
form-data x-www-form-urlencoded ® raw binary  Text
1 |{
z "serialNumber”: "SN-D7F3C8347867",
3 "clientId": "ID-91BZF@GB3Fa5",
4 "activationCode": "AC-9BE75CDOF1543044C3AB",
5 "email": "verified@registered.iot"
6 [}
Body Cookies Headers (B) asts Status: 2000K  Time: 778 ms
Pretty Raw Preview JSON =

1 |"Device now active! Your e-mail is now registered as device owner, thank you for activating your
Smart IoT Device!”

SRR AL 7 IO RG . TSR AR R BB R R

13
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POST https:/fHooooooo.execute-api.<region>.amazonaws.com/activate Params “ Save
zation ader Body @ e-request Script ests Generate Code
form-data x-www-form-urlencoded '® raw binary Text
1 ||
2 "serialNumber”: "SN-D7F3C8947867",
3 "clientId": "ID-91B2F@6B3F@5",
4 "activationCode”: "blah”,
5 “email": "verified@registered.iot"
6 |}
Body kies Headers (8) Test Status: 200 OK  Time: 2448 ms
Pretty review JSON =
1-{
2 "errorMessage": "Activation Code Invalid"
3 |

R EEEE, ST AT % B 8% 200 1.

oo+ 4

activated String t true
g * AC=-9BETS5CDOF1543D44C9AB

activationCode Strin

clientld String : ID=-91B2F06B3F05

device String : myThing39

endpoint String : a?zwkilverdcan.iot.ap-northeast-1.amazonaws.com

gerialNumber Stri ! SN-DTF3CE8947867

O000C0CO00O0

type String : MySmartIoTDevice

LR 4 HH

\

SEMAZREE . MERATA#rE 2RI (TIoT, Lambda pR%UH] DynamoDB %) . af
&, G LMRY Lambda ShEe R LAk 2%, RONBRIEIA A gL, SRS~ 4: 2%
H
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