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KR R AkiAE R x1 H Al R fE S+ Broadlink ¥ 4%, REERAZREA O — &k
Bifble XHE—A, BATHUAT ASEE IR 55 . AT mJ A Fadaed R ghiog SRSt 1 i AR s
B

NMCAEITIG T — R AT, RO i -

« 434 broadlink {43 {Z L
o 541l broadlink %45

A2 python-broadlink 1 H vh, X sl A O 83, J S0 L2 . Broadlink
RM2 network protocol

g

Broaalink i turfr, fuifh 7T CBC K AES . #liaHI (key) &:

0x09, 0x76, 0x28, 0x34, 0x3f, 0xe9, 0x9%, 0x23, 0x76, 0x5c, 0x15, 0x13,
Oxac, Oxcf, 0x8b, 0x02

HrpRy IV (2

0x56, 0x2e, 0x17, 0x99, Ox6d, 0x09, 0x3d, 0x28, 0xdd, O0xb3, Oxba, 0x69,
0x5a, 0x2e, 0x6f, 0x58

H Python AU 40T iz :

self.key = bytearray([0x09, 0x76, 0x28, 0x34, 0x3f, 0xe9, 0x9%, 0x23, 0x76,
0x5c, 0x15, 0x13, Oxac, Oxcf, 0x8b, 0x02])

self.iv = bytearray([0x56, Ox2e, 0x17, 0x99, 0x6d, 0x09, 0x3d, 0x28, 0xdd,
0xb3, Oxba, 0x69, 0x5a, 0x2e, 0x6f, 0x58])

#:5: (Checksum)
PR PRI T IR BT FAE 5 VI (1 oxbea, T
OXFFFE 12

ANPGRS, R R -

checksum = Oxbeaf

checksum += payload


https://www.wandianshenme.com/play/aligenie-tmall-x1-broadlink-spmini-emulator-analysis
https://github.com/mjg59/python-broadlink
https://github.com/mjg59/python-broadlink/blob/master/protocol.md
https://github.com/mjg59/python-broadlink/blob/master/protocol.md
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3 checksum = checksum & Oxffff

B

B AP BTN, I EHTY Broadlink 1245, M2 136 77 I BUE €1 & 16 51K
#, AT s

Offset N2

0X00-0X19 00

0x20-0x21  MIGAEA—1 /N 16 f7#%5 (little-endian 16 bit integer)

0x26 14 (B2 14)

0x44-0x63  SSID 447 CRIA 03 ] 0 #5E)

0x64-0x83 A (R IFE M o BL7E)

0x84 SSID [ 4K i

0x85 RS TR

0x86 To& 251924452 (00 - none, 01 = WEP, 02 = WPA1, 03 = WPA2, 04 = WPA1/2)
0x87-88 00

BB /A UDP Rk, &i%F 255.255.255.255 1 80 ¥ .

GE:Y &l

TR IA R R %% L1 Broadlink 4, 15 &k — MLE LU N NN 48 st :

Offset

0X00-0X07 00
0x08-0x0b L4 ET GMT [ E/EN—1 /N (little-endian) 32 {7351
oxoc-oxod  DAHFTHYAE—>/ N 16 {7 HEEL

oxoe

BT/ N



o4 4B o
Offset EA
oxof MR /N L
0Xx10 A ZE A JLAE
ox11 ASRAEARSE 25 LK (Monday = 0, Tuesday = 1, etc)
0x12 SRIEARHRBEHILK
0x13 AHREHILH

0x19-0x1b &Kl IP ikt

oxtc-ox1d IR — /N 16 (IEAC
oxie-oxif 00

0x20-0x21  FRFGAF N — /N 16 (7 BE%L
0X22-0X25 00

0x26 06

ox27-ox2f 00

F I EAREAE N UDP 78, &% 255.255.255.255 11 80 Ui .
XN AR ARG A B

1 cs = socket.socket (socket.AF INET, socket.SOCK DGRAM)
2 cs.setsockopt (socket.SOL SOCKET, socket.SO REUSEADDR, 1)
3 cs.setsockopt (socket.SOL SOCKET, socket.SO BROADCAST, 1)

4 cs.bind( (local ip address, 0))
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5 cs.sendto(packet, ('255.255.255.255', 80))

M7, (AT BRI ) -

Offset N

0X34-0X35 AR A/ N 16 (2 FEEL (T2 W& 2R i 5)
0x3a-0x40 HAFRiZ£ I MAC ikt

PATR 2 A PRI B A 7 1 A

1 response = cs.recvirom(1024)

2 responsepacket = bytearray (response[0])

3 host = response[1]

4 mac = responsepacket[0x3a:0x40]

5 devtype = responsepacket[0x34] | responsepacket[0x35] << 8

6 return gendevice (devtype, host, mac)

B A L
AN A H ) 1 A R A g A
0 SP1 SP1
0x2711 SP2 SP2
0X2719 Or 0X7919 or 0x271a or 0x791a Honeywell SP2 SP2
0X2720 SPMini SP2
0x753e SP3 SP2
0x2728 SPMini2 SP2
0X2733 or 0x273e OEM branded SPMini SP2
>= 0x7530 and <= 0x7918 OEM branded SPMini2 SP2
0x2736 SPMiniPlus SP2
0x2712 RM2 RM
0x2737 RM Mini / RM3 Mini Blackbean RM
ox273d RM Pro Phicomm RM
0x2783 RM2 Home Plus RM
0X277¢ RM2 Home Plus GDT RM
ox272a RM2 Pro Plus RM
0x2787 RM2 Pro Plus2 RM
0x278b RM2 Pro Plus BL RM



i Bk EES
AN 7 H ) i A SR ARG WA
ox278f RM Mini Shate RM
0x2714 A1 A1
0x4EB5 MP1 MP1
&g

41 header K4 56 777, #&=Uin K

Offset Contents
0X00 0x5a
0x01 oxa5
0x02 oxaa
0x03 0Xx55
0X04 0x5a
0X05 oxa5
0x06 oxaa
0X07 0X55
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i Ets
Offset Contents
0x08-ox1f 00
0x20-0x21 A HRIGVER—A>/ Ny 16 (7 FE 4L
0X22-0X23 00
0x24 ox2a
0Xx25 0x27
0x26-0x27 iy M4/ N 16 fLFEAY
0x28-0x29  HHHLIHECH — 1>/t 16 (7 4Y
ox2a-ox2f  ZK#h MAC #iht
0x30-0x33 M ID (YIEHIRZREL, TAUERT 00)
0x34-0x35 BRI LIORIGHT . 1ER— /N 16 {7 55T
0x36-0x37 00

$03% (payload) JEAERKZ JESCRIVRIMAENT IR, CEMPITARERITZ AT, ReSRATAg 14
7 0x34: Jf HH 5 header, 7E471% (payload) WhIZJT. 7E ox20 (S22 15
AR HARE (B4F ox34 LEIIRIR) . FI:

1 A ASKRIE I E Y o AYER 6Lk
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2. KRB IR A (I E D oxbeaf, I EEHELAIESEHT. K 0x34-0x35 X E
pOlIAIER

3. BithnA &

4. WERK

AL

ML AGRBURBCRE IA REVE TS . i, B — M ALLT AR 80 77
TR

Offset PSS

0X00-0xX03 00

0X04-0x12  F/RILIEA 15 (i 4UE. Broadlink ¥ sC8f A H /2 IMEI
0x13 o1

0x14-0X2Cc 00

oxad 0x01

0x30-0x7f k4% A FRH) NULL 22 | ASCII 5244

il A 4 (H 0xX0065 FY A A6 I AT R AT o Wi I 58 6045 I 0x38 THIR Y
IS AT o (BRI IINT IV il . R i A R A U2 -

Offset A

0x00-0x03 Device ID

0x04-0x13  Device Z4f]

irhy Hotr i a0, /R I in s & A AN A 1D

1 response = self.send packet (0x65, payload)
2 payload = self.decrypt (response[0x38:])

3

4 self.id = payload[0x00:0x04]

5 self.key = payload[0x04:0x14]
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BEANZE IR

KIELATN 16 FATARAE, EEam4AE N oxoo06a:

Offset N5
0X00 0x03

o0xo1-oxof 0x00

(N7 I

def enter learning(self):
packet = bytearray(16)
packet[0] = 3
self.send packet(0x6a, packet)

MEE AR R R

KKV 16 FATAR R, & a4A{E A oxo06a:

Offset N2
0X00 0Xx04

0ox01-0xof 0x00

Wi B2 F) 7715 ox22 B — /D 16 (LA R AR WREE o, MG MAM. 777
0x38 M1 Hi AW RS2 BN o s ZRR A ] 5717 oxo4 A E AT Z 5 .

T2 PR B9 A R o
def check data(self):
packet = bytearray(16)

packet[0] = 4

response = self.send packet(0x6a, packet)
err = response[0x22] | (response[0x23] << 8)
if err ==

payload = self.decrypt (bytes (response[0x38:]))

return payload[0x04: ]
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KIELATN 16 FATARAE, EEam4AE N oxoo06a:

Offset N
0X00 0Xx02

0x01-0x03 0x00

0x04 0x26 = IR, oxb2 T RF 433Mhz, oxd7 /i T RF 315Mhz
0X05 HEREL (0 = AHEL, 1 BE WX, .....)

0x06-0x07 LA NEUE Y- BE D/ N A 2

0x08 .... kKA 32,84 ms (ms * 269/8192)

oxod oxoj5 %5 BN F~ IR

BMEH—FIRR. BRI, ABABRLL o JHAARAFfE K
PATR /2 SP2 R FLIEIRASHIAUAS -

def set power(self, state):
"""Sets the power state of the smart plug."""
packet = bytearray(16)

2

packet[0]
packet[4] = 1 if state else O

self.send packet(0x6a, packet)
il FHY Optoma & EZHLHTL/Z 8920 4450
8920 * 269 / 8192 = 0xX124 4450 * 269 / 8192 = 0x92

fiF AR L)L 0x00 0x1 0x24 0X92 .... JIi4

JECEERE https: //www.wandianshenme.com/play/aligenie-tmall-x1-broadlink-spmini-emulator-an:
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